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Are you part of the 85 percent of Americans who use the 
Internet? What about part of the 56 percent of American adults 
who have a smartphone? Are you in the 72 percent of online 
adults who use social networking sites? 

Did you know these modern-day technologies can put you  
at risk for identity theft?

As we become increasingly reliant on technology, more of our personal 
information is in the digital space and vulnerable to theft. A computer only 
knows us through that identifying information, not our face. And when that 
information is stolen, it’s pretty simple for someone to impersonate  
us online.

All it takes is one click on a link in a phishing email, one data breach of an 
online store where you shop or one time you make a bank transfer on an 
unsecure Wi-Fi connection to make you a victim of identity theft.

In this report, Equifax will examine the most common ways in which 
technology makes consumers vulnerable to identity theft and how they 
can counteract those vulnerabilities. We will hear from Scott Mitic, senior 
vice president at Equifax and long-time identity theft expert, on how the 
landscape is changing with today’s technologies.  

So how big of a problem is identity theft?
In 2013, 13.1 million consumers were victims of identity fraud, the second 
highest level on record, according to a report by Javelin Research. This 
equates to a new fraud victim in the United States every two seconds. From 
those targeted, fraudsters stole $18 billion, Javelin found. 

The research firm also found a rapid rise in non-card fraud, which includes 
compromised lines of credit, Internet accounts and email payment accounts. 
And it noted data breaches as the greatest risk for identity fraud.

Keeping Up-to-Date on Security
Your first priority on any computer or device should be making sure your 
security software is running and up-to-date. Without anti-virus and firewall 
software, you’re basically inviting malicious attacks on your hardware. 

Every time you use the Internet, there is a chance for viruses or spyware  
to infect your computer. Once there, hackers can trace your keystrokes  
and follow your movement to sensitive sites such as online banking.
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Some people are surprised to learn the same goes for smartphones.  
Any device that uses the Internet is susceptible to attacks. 

Thankfully, there are plenty of free solutions available for both computers  
and smartphones. First, check StaySafeOnline.org (a website produced 
by the National Cyber Security Alliance) for a list of reputable free security 
checks for your computer.

A Walking Identity Theft Target
Sixty-three percent of adult cell owners use their phones to go online, 
according to a report by Pew Internet. And think of everything on your 
smartphone: your mobile banking account, your email, your name, your 
social media accounts and even sensitive workplace information. Leave 
it behind on a restaurant table or have it stolen by a pickpocket, and your 
personal information has been stolen along with it.

“Unfortunately, the smarter the technology, the smarter the identity  
thieves,” said Equifax’s Mitic. “Criminals are finding inventive new ways  
to get your personal information using smartphones and other devices.”

It’s important to keep your phone’s operating system current. Sometimes, 
new software updates contain security patches meant to fix holes that  
can leave you susceptible to identity theft. 

Many of us use mobile banking or email on our phones. If your phone  
is lost or stolen, someone could easily access sensitive information.  
Keep your phone locked with an access code or PIN that would be  
difficult to guess. 

As you walk around, your phone could be searching for WiFi or your 
Bluetooth could be looking for devices to connect. Turn these functions off 
when you’re not using them to reduce the risk of a hacker or someone with 
ulterior motives accessing your phone. Log off websites or out of apps when 
you finish using them and never let your phone auto-remember passwords.

The same standards should be practiced for laptops, especially those  
with proprietary company information. Encrypt laptops and use passwords 
upon login. Never save passwords on laptops.

If you have a business, make sure your employees are following safe 
practices as well, especially with company devices and information. 

Going Phishing for Your Information 
Most everyone’s heard of the “Nigerian prince” scam in which a hacker 
pretends to be a foreign dignitary needing help transferring funds. In 
exchange for your help (and your bank account information), this “prince” 
will give you a portion of his inheritance. 

Many of us can see through this sort of scam. But what are harder to 
detect are similar phishing emails that come from seemingly legitimate 
sources. Hackers have gotten more sophisticated and create fake emails 
from companies you are already familiar with, such as your bank or favorite 
retailer, according to the Better Business Bureau (BBB). 

“ Unfortunately, the smarter 
the technology, the smarter 
the identity thieves… 
Criminals are finding 
inventive new ways to get 
your personal information 
using smart phones or 
other devices.”

2



PSOL Technology

Top 5  

Stolen Passwords  
in 2013 

Security firm Splashdata 
compiles an annual list of 
the most common stolen 
passwords. The top five  
in 2013 were: 

“Legitimate companies and government agencies are not going to ask you 
to confirm your personal information [via an email],” says the BBB.

Assume any uninitiated email contact is fraudulent. Instead, call the 
company’s helpline or go to its webpage from your browser instead  
of clicking any links.

The Vulnerability of Social Media
Whether you realize it or not, an identity thief can have access to a lot of 
your personal information via social media. Think of your friends wishing 
you “Happy 30th Birthday,” your mom writing on your “wall” and a photo of 
your dog. A criminal now has your birthdate, your mom’s maiden name and 
the name of your pet – all very popular password clues and identifiers. 

Keep your social media profiles simple and make sure to use privacy 
settings so that only people you trust can see your personal information. 
Stay Safe Online has a useful tool for checking your privacy settings on 
various websites, which you can access here.

“Social media is here to stay and so are identity thieves who prey on that 
information,” said Mitic. “It’s important to continuously monitor your privacy 
settings on social media sites to verify how much of your information is 
seen by the public.”

How Safe is Your Password?
A rule we’ve all heard by now – but still fail to heed – is using unique, 
complex passwords for each website accessed on the Web. Passwords 
should use 10-12 characters including a mix of numbers, letters and special 
characters such as periods or exclamation points. 

For reasons we’ve already discussed, don’t use easy-to-guess identifiers 
like your birthday, pet’s name or your name in your passwords.

Use a different password for each site. If, say, Twitter gets hacked and you’re 
using the same password for your online banking, you could be in trouble.

As Mitic points out, even unique, complex passwords won’t help if you 
store them in places easily accessible to identity thieves. He suggests using 
a password manager such as lastpass.com or roboform.com to safely store 
your information for various websites.

Data Breaches: Two Words Stopping Businesses in Their Tracks
If you’ve seen or heard any news lately, you’ve most likely heard about data 
breaches. This year has been deemed “The Year of the Data Breach,” by 
Infosecurity Magazine, and experts expect the recent trend of data breaches 
to continue. SafeNet found that 200 million data records were stolen in first 
quarter 2014. And according to Javelin, one in three people who are the 
victims of data breaches become victims of fraud soon after the breach. 

“News about data breaches has become almost a daily occurrence and 
the trend shows no signs of abating,” said Mitic. “In fact, the latest available 
data indicates that the problem is rapidly growing, with 2013 the first year 
on record that there have been more than 1,000 incidents.”
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Unfortunately, in today’s world, your data can be stolen through no fault of 
your own, such as in the Target data breach. But by following the advice 
we’ve outlined in this report, you can lessen your risk.

If you do become a victim of a data breach, here are steps you should take 
to mitigate the consequences: 

■■ Don’t throw away your data breach letter. Print the email. If you are 
offered free identity protection services after a breach, use them. 

■■ Place a fraud alert or security freeze on your credit reports. Fraud  
alerts protect against new account fraud and require the credit grantor 
to take extra steps to verify your identity.

■■ Close accounts. Contact the appropriate creditors, banks, phone 
companies, and utility companies to close any accounts associated  
with the breached company.

■■ Monitor your credit report. Credit monitoring enables you to watch your 
credit account activity and helps you better protect your identity during 
a period of time when you may be more vulnerable to identity theft. 
Consumers can also obtain a free annual credit report from each of the 
three credit reporting agencies at www.annualcreditreport.com.

■■ Stay alert. Identity thieves may not use your personal information right 
away—sometimes they can take up to a year or more. To stay on top of 
the situation, continue to monitor your credit reports regularly, and read 
your financial account statements promptly and carefully. Watch  
for signs of identity theft like:
 – Failing to receive monthly bills or other mail.
 – Being denied credit or offered less favorable terms (such as a  

high interest rate).
 – Receiving calls or letters from debt collectors for accounts you  

did not open.

For more information on monitoring your credit and helping to protect 
yourself from identity theft, visit http://www.equifax.com.
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